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Automatic Speaker Verification and
Spoofing Countermeasures Challenge

SASV challenge |

2N

Bl ldArtefacts & H

ser speaks an utterance, e.g., “voice”
ith phonemes: [v][2][I][s].

to the two mics of the phone

2. Each phoneme sound propag?(

one or authentication system deduces TDoA
each phoneme to the two microphones.

Doppler shifts are

2. The microphones records both the frequency
shifts at around 20kHz and the voice sample.

extracted for liveness detection. and microphone listens the reflections.

20 0.2
nu
2
01
3. The voice is separated for authentication and

- - .

1D (S B m

Linghan Zhang, Sheng Tan, Jie Yang, Yingying Chen,
VoiceLive: A Phoneme Localization based Liveness
Detection for Voice Authentication on Smartphones 23rd
ACM Conference on Computer and Communications
Security (CCS 2016) Vienna, Austria, October 2016

Linghan Zhang, Sheng Tan, Jie Yang. "Hearing Your
Voice is Not Enough: An Articulatory Gesture Based
Liveness Detection for Voice Authentication". 24th ACM
Conference on Computer and Communication Security
(CCS 2017).

cy-based and energy-based 1. The built-in speaker emits 20KHz tone

extracted for feature extraction.

Audible Voice
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329

- —iREENF(ASVspoof 2019 LA dataset) IREGOAEY U v O— K
Tg?nmbegé)j trlglia‘ Acoustic Model Waveform generation Category
A01 | 3800 | 3716 - LSTM-RNN WaveNet-vocoder TTS
A02 | 3800 | 3716 - LSTM-RNN WORLD-vocoder TTS
A03 | 3800 | 3716 - Feedforward NN WORLD-vocoder TTS
Train & dev A04 | 3800 | 3716 | - | Unit-selection Waveform concate TTS
A05 | 3800 | 3716 - Conditional-VAE WORLD-vocoder VC
A06 | 3800 | 3716 - GMM-UBM Spectral filtering VC
A0T7 - - 4914 | LSTM-RNN WORLD & GAN filtering | TTS
. A0S - - 4914 | LSTM-RNN Neural source-filter model | TTS
Evaluation A09 - - 4914 | LSTM-RNN Vocaine-vocoder TTS
A10 - - 4914 | Tacotron WaveRNN TTS
All - - 4914 | Tacotron Griffin-Lim TTS
é D % I];E Al12 - - 4914 | - WaveNet-based TTS TTS
A13 - - 4914 | Moment matching NN | Waveform filtering TTS-VC
E% %D Al4 - - 4914 | LSTM-RNN STRAIGHT-vocoder TTS-VC
A15 - - 4914 | LSTM-RNN WaveNet-vocoder TTS-VC
5}'[/‘{% A16 - - 4914 | Unit-selection Waveform concate TTS
A17 - - 4914 | Conditional-VAE Waveform filtering VC
EE%D A18 - - 4914 | i-vector & GMM Glottal vocoder VC
A19 - - 4914 | GMM-UBM Spectral filtering VC

Massimiliano Todisco, Xin Wang, Ville Vestman, Md Sahidullah, Héctor Delgado, Andreas Nautsch, Junichi Yamagishi, Tomi Kinnunen, Nicholas Evans, Kong Aik 10

Lee, “ASVspoof 2019: Future Horizons in Spoofed and Fake Audio Detection”, Interspeech 2019, Sept 2019



SUMIERE 1 SEEELEOSIE  SRSHHEESR
H ZJN " I:"-—-I W/ N 1 A/~ X
HERMUEDR 7 ORIE
A
BRI TREDAICBDIEUVELEREROAI7 7%
CBNGT 4 —T 7 AV EREDIHR)
>
‘»
3
O mhTchenkEs) AAOEEDAIT 53
>
%
®
@)
g NEAELLFEDZX T
— >
DETH—7
becision ZAT7OREERE. ¢
Accept Reject ==(ffEe b = 3
= Correct False reject EER (FAR = FRR)#% e S
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FADER accept (FRR) ( | )= T
False alarm . &
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BREENEADEEITEVES. W EEERIGIEM !
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010205 1 2 5 10 20 40
Spoofing and countermeasures for speaker verification: a survey False acceptance rate (%)
Zhizheng Wu, Nicholas Evans, Tomi Kinnunen, Junichi Yamagishi, Federico Alegre, Haizhou Li 11

Speech Communication 66 130-153 2015528
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The ASVspoof 2019 database

Xin Wang, Junichi Yamagishi, Massimiliano Todisco, Hector Delgado, Andreas Nautsch, Nicholas Evans, Md Sahidullah, Ville Vestman, Tomi Kinnunen, Kong Aik Lee, Lauri
Juvela, Paavo Alku, Yu-Huai Peng, Hsin-Te Hwang, Yu Tsao, Hsin-Min Wang, Sebastien Le Maguer, Markus Becker, Fergus Henderson, Rob Clark, Yu Zhang, Quan Wang,
Ye Jia, Kai Onuma, Koji Mushika, Takashi Kaneda, Yuan Jiang, Li-Juan Liu, Yi-Chiao Wu, Wen-Chin Huang, Tomoki Toda, Kou Tanaka, Hirokazu Kameoka, Ingmar Stdider,
Driss Matrouf, Jean-Francois Bonastre, Avashna Govender, Srikanth Ronanki, Jing-Xuan Zhang, Zhen-Hua Ling, Computer Speech & Language, 2020
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*D Al attackers
(TTS/VC) .......................................................................... > Pa
Human attackers
(Non target) .......................................................................... > Pb
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True .

Users Accept Accept
Fe—77zopm| (P |gmicsamama| (12100
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S |
: . P

o pY Reject Reject ©

True £y (Fake) (Non target)

users ab,c.d

C; Cost for a specific type of errors

t — DCF = Z' CmP, ' . N
_ i Prior of a specific type of errors
l

Tomi Kinnunen, Héctor Delgado, Nicholas Evans, Kong Aik Lee, Ville Vestman, Andreas Nautsch, Massimiliano Todisco, Xin Wang, Md Sahidullah, Junichi Yamagishi

Douglas A. Reynolds "Tandem Assessment of Spoofing Countermeasures and Automatic Speaker Verification: Fundamentals” IEEE/ACM Transactions on Audio,

Speech, and Language Processing
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\ — lfcc-lenn-Istmsum-sm 01 run - 3.20% 0.1 -
30 M — spec2-lcnn-Istmsum-sm 01 run - 3.29%
—— Ifb-lcnn-Istmsum-sm 01 run - 8.52% Y
rawnet 01 run - 4.30% 0.0 . '
Fusion - 0.87% 01 -
c 0.0 t——==
S
2 97 0.1 -
5
% i *":
s 0.0 — =T
&
= 5. 0.1 -
0.0 L— -+
- 0.1
,"t._:'"l
. 0.0 L——="—+
Fused model
min t-DCF
Ref. Model EER (%) logacy  v2.0 Aug
84] GMM-RawNet2 (L+S1) 1.12 0.0330 -
62] LFCC-STFT Capsule 1.07 0.0328 -
Fig.9b LCNNs & RawNet 0.87 0.0237  0.0849
2019 LA top primary 7 sub-models (T05) 0.22 0.0069 0.0692

Xin Wang, Junichi Yamagishi, “A Practical Guide to Logical Access Voice Presentation Attack Detection”
Frontiers in Fake Media Generation and Detection, Springer, May 2022
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- 2021 FICEBREBUT s —7T 7 1V BFEMZITO V7 ) A (ASVspoof 2021 LA). ENEFACEY
1 MDEREINEBEBICTUTT =77 21 7FFERMZETS 7Y A (ASVspoof 2021 DF)
DOFHiEit Yy b ZFhTcIC R [16]
- BREBUTCTA T T M VERRAZIT SV FIYART -7ty MNME. VolPBEIC K BERix
27 V7 EEURTERICITWT — ¥ INE
- —EDT AT —FFE S ICIPEEME QARIREEH(PSTN) & OZEAH S BIE ERTE
L. Nuancett®B A0 ET —T 7 1AMV BEDEEETV. T—FUNE
- FECEMEHEtE Y M. 100U EDOXRMDT + —F 7 AV ERFEFZEML,. ZDEE%R
R[17]
- Voice Conversion Challenge 20180 & E =
- Voice Conversion Challenge 20200 Z & =

- JHW : 2020FDEMERIF. 2019FICBRL T —T 721V BRMETIVDFET—F
N—ZX (ASVspoof 2019)ADBFRFRERFEL DFHUWERFEGDTRAHDEHL WII I

(g € 1\ €

R —
S Asterisk

& U
J—0Ow /N

[16] Junichi Yamagishi, Xin Wang, Massimiliano Todisco, Md Sahidullah, Jose Patino, Andreas Nautsch, Xuechen Liu, Kong Aik Lee, Tomi Kinnunen, Nicholas Evans, Héctor Delgado, “ASVspoof 2021: accelerating
progress in spoofed and deepfake speech detection,” The ASVspoof 2021 workshop, Sept. 2021

[17] Xuechen Liu, Xin Wang, Md Sahidullah, Jose Patino, Héctor Delgado, Tomi Kinnunen, Massimiliano Todisco, Junichi Yamagishi, Nicholas Evans, Andreas Nautsch, Kong Aik Lee, “Asvspoof 2021: Towards spoofed
and deepfake speech detection in the wild,” IEEE/ACM Transactions on Audio, Speech, and Language Processing, June 2023
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min t-DCF

0.8 ~

0.7 {

0.6

Results of top-10 submissions

Cond. Codec baﬁ(lilvc\illi(t) dh Transmission Bitrate
LA-C1 - 16 kHz - 250 kbps
LA-C2 a-law 8 kHz VoIP 64 kbps
LA-C3 | unk. + p-law 8 kHz PSTN + VoIP - / 64 kbps
LA-C4 G.722 16 kHz VoIP 64 kbps
LA-C5 -law 8 kHz VoIP 64 kbps
LA-C6 GSM 8 kHz VoIP 13 kbps
LA-C7 OPUS 16 kHz VoIP VBR ~16 kbps
: . . ; Narrowband,
0 CQCC-GMM .
LFCC-LCNN . .
< RawNet2 higher bitrate
O Best submission
Wideband

| |

OPUS

G.722

a-law

u-law

Channel conditions

GSM

PSTN

Pooled
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Compression (Quality)

VBR settings (kbps)

Compressmn C1 None - === NO compression
conditions: [ ce mp3 (low) ~80-120
C3 mp3 (high) ~220-260
compression C5 m4a (high) ~96-112
C6 ogg (low) ~80-96
C7 ogg (high) ~256-320
C8 mp3 (low) => m4a (h.lgh) ~80-120=>~96-112 Double compression
C9 ogg (low) => m4a (high) ~80-96=>~96-112
Results of top-10 submissions
50 T 0] T T | T | ) T
(O cacc-gmm
45 |- <] Lrcc-GMm |
B LFCC-LCNN |
0 < < X RawNet2
35 <>Bestsubmission —
3 30 -
- X X X X
S —= = 2 T 4
o
H + o~ Q
ol % 5 g % 8] 1 -
_e_

| | |

| | |

0 | |
none low_mp3

| \

high_mp3 low_m4a high_m4a

low_ogg

high_ogg mp3m4a oggm4a
J \ J

No compression

Y
Single compression

|
Double compression o8
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.. . AISHELL3 [2] Mandari real: 85.62 h
ID Model type Training data #.para Out dim. - fuke: 0
. ASVspoof2019-LA [3] English ;Z:L '9'7‘?0';] TTS, VC
W2V-Small Wav2vec 2.0 Librispeech 95 M 768 E 16400
. . ASVspoof2021-LA [4] English cal: 10. TTS, VC
W2V-Large Wav2vec 2.0 CommonVoice, Switch- 317 M 1024 . " ks 116,101
. real: 20.73 h
board ASVspoof2021-DF [4] English Sie: 487005 TTS, VC
ASVspoofs [5] English ;::::4118%2.942 " TTS, VC
MMS-300M Wav2vec 2.0 317 M 1024 CFAD [6] Mandarin ;::'e '2721425551 Vocoded
MMS-1B Wav2vec 2.0 965 M 1280 CNCeleb2 [7] Mandarin ;:;1; 100}2144.34 h
XLS-R-1B Wav2vec 2.0 965 M 1280 : :
Codecfake [8] English, real: 129.66h  \( ol Codec
XLS-R-2B Wav2vec 2.0 22B 1920 Mandarin foke: $08.32h
CodecFake [9] English ;:;]e::%g().” h Neural Codec
CVoiceFake [10] 5 Languages ;Z::: 31155611412 h Vocoded
) English, al: 35.18 h
95 M 75\ ~ 2 2 B/ \o —_— )( 9 =+ —Z\-\d) #I.Q T— '_\\} l/*lJ DECRO [11] Mandarin fake: 10244 h TTS, VC
b . ; CK fa=nngi nnn _. DFADD [12] English ;Z:::‘;'ﬁ‘%zl';l TTS
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18,000E#F‘§J¢U:@ BEE&EH0,000FEMU E e R
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A FEﬁ VARNY E ) I i)\ fd\ % ; :%ﬁ*% S t \/ I\ FLEURS [16] 102 Languages ;2111035&97*'
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té *ﬁ 7— : L(- a /%\ HABLA [18] Latin American Spanish ;2;21571"3';] TTS, TTS-VC
B LibATTS [19] English ;j:'c 50“:83 h
= N N _ . al: 0h
— ZlS EE {) -I O O l:l l:ll:l J/X t E {) LibriTTS-R [20] English ;Zke: A Restored
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— LU —_—\\ e —\) —_—\\ . real: 23.92 h
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i —_— N\ £ real: 50558.11 h
RS AT TEINENFEE o= &&
= SpoofCeleb [24] Multilingual ;:;t: '@‘221 TTS
. . »e . . . VoiceMOS [25] English ’:"';0 h TTS
- https://github.com/nii-yamagishilab/AntiDeepfake ke 48
’ e - el ) VoxCeleb2 [26] Multilingual ;Z:'c 101}?9.62 h
. 1 1 1 1 . al: 0 h
- https://huggingface.co/nii-yamagishilab VoxCelb2-Vocoded Muiingul (b0 gy Vocoded
WavcEuke [27] f.';iﬁ:?; ;::::0138.65 h TS
real: 56.37 kh

Total

Over 100 Languages
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Model ID #of Params. DA ADD2023 DEEP-VOICE FakeOrReal In-the-Wild
Track-1.2-R2-Test Segmented Full Set  original-Test norm-Test Full Set
x 19.35 16.2 1.10 6.56 4.70
W2V-Small BM v 13.15 9.87 22.11 17.89 4.27
x 12.58 4.93 0.80 1.44 2.23
W2v-Large 31T M v 13.23 451 0.63 0.97 1.91
x 11.31 2.92 0.51 271 2.02
MMS—300M N7 M v 7.93 2.42 1.60 5.88 2.94
x 9.57 235 0.97 1.06 1.87
MMS—1B %5 M v 8.96 2.46 1.39 173 1.84
x 6.62 2.18 3.16 10.87 1.35
ELSSR=AE %5M v 5.45 2.46 5.23 981 133
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XLS-R-2B 228 v 4.64 2.32 2.66 173 1.24
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Table 1: Performance comparison of different models trained with either Adam or SAM across multiple test sets. The table reports the
mean * standard deviation EER (%) over three runs. Bold values indicate the lower value for each model.

FERICHASNET—IR—ALBRELEBZT—IEY b (EBRFE - 55F - RRR) OBS
Model Optimizer 19LA
AASIST Adam 1.96 £0.61 § 8.10+1.33 | 21.92 +2.61 | 3431 £6.73 | 45.85+0.68 | 38.68 +£3.02 | 40.48 +3.98 | 45.27 &+ 3.01
SAM 1.71 + 0.55 | 4.62 + 0.81 | 19.58 + 1.18 | 33.34 + 3.07 | 33.51 &+ 12.37 | 33.85 + 2.15 | 33.84 - 2.80 | 43.98 + 4.71
W2V-Base+Linear Adam 1.78 £0.51 | 5.82+1.01 | 13.10 +3.00 | 16.85 £2.74 | 12.01 =2.07 | 30.34 +6.71 | 30.47 =9.03 | 34.98 &+ 1.66
SAM 1.21 +0.34 | 3.39+0.89 | 11.93 £0.55 | 13.66 +1.82 | 9.57 +2.78 | 36.95+7.40 | 24.29 £ 3.57 | 34.87 +2.97
W2V-Base+AASIST Adam 281 +0.79 § 478 £0.57 | 10.37 £1.19 | 18.29 047 | 11.11 £1.73 | 27.79 £3.29 | 36.22 £ 5.28 | 45.89 + 3.56
SAM 1.32+0.38 | 3.12+0.39 | 10.00 £0.76 | 16.21 +£2.02 | 7.92+1.37 | 34.29+2.88 | 28.48 - 3.73 | 34.83 + 0.46
W2V-Large+Linear Adam 1.37+£040 § 3.11 +£0.64 | 6.79+038 | 1496 +1.41 | 13.24 £2.44 | 2397 +7.30 | 30.97 £9.91 | 48.35+ 1.40
SAM 0.88 +0.10 | 258 +0.37 | 6.37 +£0.30 | 12.22 +1.41 | 14.65+ 179 | 16.69 +1.59 | 37.31 + 6.68 | 42.89 + 5.73
W2V-Large+AASIST Adam 1.22 £0.60 § 453+099 | 717017 | 1636 +1.80 | 11.58 =181 | 27.89+2.76 | 33.60 & 3.40 | 39.62 + 4.50
SAM 1.04 + 0.47 | 3.60 +0.16 | 6.82+0.32 | 1546 +2.09 | 10.02 +0.82 | 25.12 + 1.47 | 31.41 +3.28 | 39.67 £ 5.14
W2V-XLSR+Linear Adam 034 +£0.06 | 1.32+0.35 | 427+043 | 6.00£0.51 4.55 + 1.19 987+324 | 22.85+2.78 | 25.82 +£1.89
SAM 0.20 £ 0.05 | 1.87+0.39 | 3.38+047 | 5.99+0.80 3.69 £ 0.90 7.66 +1.24 | 21.71 +2.08 | 25.65 +2.74
W2V-XLSR+AASIST Adam 034+0.13 | 1.85+0.25 | 3.61 +0.32 6.89 +1.19 4.56 + 0.72 16.92 +7.36 | 19.67 + 1.67 | 27.50 + 1.98
SAM 0.25+0.12 | 1.71 +£0.27 | 3.44+0.54 | 6.34 + 0.62 5.18 +1.48 14.36 +=4.74 | 21.36 £ 0.59 | 29.93 £ 3.30
nh 3% N ~ — L i
- FEBFEREDNERBIEDOT«—77 24 7R OREEE X Z Sharpness
» | —_E—" = 'b‘b A 1
‘b HEE A EE (THER%=0.4~0.9)
s 19LA 21LA ITW FOR WF ADD _— SC
Adam Adam Adam » Adam .. e
, SAM < SAM | | < SAM x  SAM .. | . o . - . "
c | e ) 1| 2= :
~ 30 - . X | ox / . » . x- x x m
* 20 & / — e
10 « / ‘ - h. - " xm .
— | | £ *x x = Adam = Adam = Adam
AT % : x Wa x x  SAM x  SAM x  SAM

05 10 15 20 25 30 O 2 4 6 8 0 12 0 2 4 6 8 0 2 4 6 8 0 1 2 3 4 5 6 0 2 a 6
m-Sharpness

0 i 2 5 4 5

m-Sharpness m-Sharpness m-Sharpness m-Sharpness m-Sharpness m-Sharpness

Figure 3: Scatter plots of sharpness (x-axis) and EER (%) (y-axis) across seven datasets. Each subplot corresponds to one dataset,
with square markers for Adam systems and cross markers for SAM systems. A linear regression trend line is included for each group to
represent the relationship between the two variables.
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: : Passive Models Proactive Models
Manipulation
AASIST SSL-AASIST || Timbre AudioSeal
None from § 3.3 0.83 0.23 0.00 0.00
Gaussian-noise 18.06 1.95 x 17.60 15.83 %
> DAC 1.66 0.27 0.01 97.40 %
< § WavTokenizer 17.84 15.92 50.12 60.95 *
5 3
& Random-trimming  19.56 * 8.15 0.00 37.50
Time-stretch 66.53 44.42 0.00 0.03 x
Pitch-shift 66.12 48.36 52.62 47.30 x
MUSAN 17.84 1.73 1.31 2.91
RIR 35.49 441 0.00 57.08
Quantization 26.15 3.31 8.66 19.59
Compressor 9.30 1.02 0.00 0.00
§ Opus 36.27 27.55 17.35 47.38
g Clipping 1.22 0.23 0.00 0.00
Overdrive 15.30 6.19 0.11 0.00
Equalizer 1.75 0.23 0.00 0.03
Frequency-masking 43.32 33.11 2.94 24.40
Noise-gate 10.56 2.56 0.13 2.56
Noise-reduction 17.18 11.61 0.00 0.05
Average w/o None 23.77 12.41 8.87 24.29
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